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ABSTRACT

Mobile traffic sensor data, once widely available, will significantly enhance current
transportation modeling applications such as arterial performance measurement. Receiving and
processing mobile sensor data however may involve severe privacy concerns if not properly
designed. In contrast to the fact that the current research on transportation modeling and privacy
protection is rather separated, we propose in this paper a framework on privacy-aware
transportation modeling (PATM) and application-aware privacy protection (AAPP). The
proposed framework focuses on the interactions between transportation modeling and privacy
preserving, being aware of privacy when developing transportation models as well as application
needs when designing privacy preserving mechanisms. Using two case studies, we show how
PATM and AAPP may be applied in privacy-preserving mobile data collection while satisfying
the application needs at the same time. The paper is concluded by discussing how to design a
unified approach to guarantee privacy and data needs for various applications.

KEYWORDS: Transportation Modeling; Traffic Modeling; Privacy Protection; Location
Privacy; Mobile Traffic Sensors; GPS Cellular Phones; Virtual Trip Lines; Arterial Performance
Measurement; OD Estimation;
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1. Introduction and Motivation

Mobile traffic sensors refer to those that move with the traffic flow. They are in contrast to fixed-
location sensors like loop detectors that dominant current traffic detection system. Broadly
speaking, mobile traffic sensors include any monitoring or data collection system with a
dedicated device equipped with vehicles. In this sense, they include for example probe vehicles
(such as those equipped with Electric Toll Collection (ETC) tags), cellular phones, portable GPS
devices (like GPS cellular phones), GPS navigation systems, Bluetooth Mac Address Matching
(BMAM, see Wasson et al. 2008), vehicles in Vehicle Infrastructure Integration (V1I, now called
IntelliDrive (2009)), etc. Most mobile sensors need to communicate with either satellites (GPS)
or cellular towers (cell phones) or dedicated roadside infrastructures (ETC, VII, BMAM) to
derive the mobile component’s position, speeds, and other relevant information.

In this paper, we focus on mobile sensors that can provide detailed tracking capability including
GPS and cellular techniques. The current penetration of these mobile sensors is low (about 17%
according to Harrislnteractive (2007)). As indicated by the International Telecommunication
Union (ITU, 2009), the penetration of cell phones is nearly 100% in developed countries and
nearly 50% in developing countries in 2007. Since most future cellular phones may be equipped
with GPS, the high penetration of mobile sensors is expected in the near future. In addition, the
implementation of IntelliDrive will make the high penetration of mobile sensors possible.

Mobile sensor data collection in transportation applications

Mobile sensors can potentially provide detailed traces (trajectories) of individual vehicles, which
contain rich information about traffic conditions especially when the data are widely available.
As mobile data are usually samples of real traffic flow, traditional modeling techniques based on
fixed-location sensor data such as flow, occupancy, etc., may not work directly. As a result novel
modeling techniques are needed to use mobile data more effectively (Zhou, 2004; Ban et al.
2009; Ban and Hao, 2010). In the past issues related to deploy mobile sensors (such as coverage
and penetration) and traffic modeling using mobile data have been investigated (Turner and
Holdener, 1995; Quiroga and Bullock, 1998; Cheu et al. 2002; Qiu et al. 207; Smith and
Fontaine, 2007). On the other hand, receiving and processing raw mobile trajectory data leads to
severe privacy concerns (Congressional Record, 2001; Karger and Frankel, 1995; Agre, 1995;
Warrior et al. 2003). The reality is that both agencies and private sector organizations who for
various reasons have collected a large volume of trajectory data are extremely reluctant to share
this information, and privacy protection is one of the main reasons. The first author personally
experienced the difficulty of obtaining ETC data from transportation management agencies: due
to privacy concerns, the data must be deleted within 24 hours. Trucking companies like FedEx
are continuously monitoring the movement of their delivery trucks. These data however are not
shared as they are considered valuable business property and might contain sensitive information
about their drivers. As a result, almost no mobile data are now publicly available.

To protect privacy, it is a common practice to place restrictions on sharing data via policies or
regulations. It is also often beneficial for organizations to avoid the collection of personally
identifiable information. Possession of such data leads to the following disadvantages. First,
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managing such data incurs overhead, at least for organizations that need to comply with privacy
regulations. Examples include US government organizations covered under the Privacy Act of
1974 and businesses in the EU, which need to comply with the EU Data Directive 95/46/EC.
These regulations, for example, require organizations to provide notice to data subjects, to allow
access to records by data subjects, and to keep the data secure. Second, holding privacy sensitive
data presents public relations and liability risks if such data is compromised. Privacy breaches
occur frequently as public records indicate (Privacy Rights Clearinghouse, 2009), due to stolen
laptops, dishonest insiders, or external hackers, among others. Third, even without such breaches,
it is difficult to guarantee that the data will not be used for purposes other than the originally
intended one. Data may be subpoenaed for civil cases or new owners of an organization may
want to put the data to new uses. Travelers aware of such risks and concerned about their privacy
may avoid services that collect personal data, thus leading to lower participation rates.

Due to these privacy concerns, several recent applications involved with mobile data collection
have put more emphasis on privacy protection:

e An AITS project originally led by researchers from Rensselaer Polytechnic Institute
applied GPS devices to collect traffic and behavioral data from a group of recruited
drivers (List et al. 2005). To protect privacy, trajectory data were not collected directly;
instead the concept of monuments was developed, which are pre-defined locations to
collect mobile sensor data such as travel times between two monuments on arterial streets
(He et al. 2002; Demers et al. 2006).

e Nokia recently developed a mobile data collection system based on GPS cellular phones
(Herrera et al. 2009; Ban et al. 2009). Privacy protection is a major consideration of the
system and the concept of virtual trip lines (VTL) was developed to represent pre-defined
locations along roadways (Hoh et al. 2007). No trajectory information is collected by the
system; instead only speeds at VTL locations are collected (travel times between VTLSs
may also be collected at sparse locations as discussed in Section 3).

e VII (IntelliDrive) contains a subsystem on archiving probe vehicle data. Privacy
protection is considered by encrypting the data transmitted between vehicles and roadside
devices, as well as between the devices and data archival servers. Overall, the privacy
issues of VII are addressed via nine privacy principles (Jacobson, 2007). The recent V1|
Proof of Concept Test (RTIA, 2008) concludes that privacy is “still an important issue
and requires further evaluation and research.” Especially, privacy needs to be ensured via
the concept of “privacy by design” — to ensure privacy by designing the data collection
system so that privacy sensitive information is not collected or revealed. This is in
contrast to traditional mobile data collection practices for which data are collected first
and then processed to prevent the release of privacy sensitive information.

The above discussions and existing mobile sensor related studies revealed that (1) mobile data
are extremely valuable for traffic modeling and traveler information; (2) appropriate privacy
protection mechanisms need to be in place in order to share large volume of mobile sensor data
among transportation agencies, private sectors, academia, and the public; and (3) although there
have been sparse investigations and implementations, the privacy issue has not been well
addressed in the transportation community.
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Location privacy

Although past surveys indicated that the public has been indifferent to their location privacy, as
the public is more aware of the adverse consequences of privacy leaks, they will be more
concerned about protecting their privacy before sharing data (Krumm, 2008). Duckham and
Kulik (2006) defined four general methods to ensure location privacy including regulatory
strategies, privacy policies, anonymity, and obfuscation. The first two are related to policies,
while the last two are on the computational (technical) aspects. The policy approaches, although
effective in certain cases, tend to be conservative as they usually prohibit the release of
information which may not be necessary. Also, since privacy issues are multiple-facet and
complicated, they have already created many controversies in designing proper policies and
regulations for protecting privacy (Solove, 2008). In this paper, we focus on technical
approaches for privacy protection (i.e. anonymity and obfuscation) rather than policy-related
mechanisms. This is called location privacy — which define quantitatively what privacy violation
is and how to collect/process mobile data (Krumm, 2008). Anonymity aims to maintain the
privacy of location data by replacing the associated name with an untraceable ID; Obfuscation
means to degrade the quality of location measurements by aggregation, adding noise, etc. to
reduce the possibility of privacy violation. Anonymity by simply removing identifiers from
location data has been found not effective to guarantee privacy (Gruteser and Hoh, 2005). Hoh et
al. (2007) further showed, using a dataset of week-long GPS traces from 239 drivers, that they
were able to find home locations of 85% of a subset of 65 drivers. Therefore novel privacy
schemes are usually needed to protect location privacy.

A framework to consider privacy and modeling simultaneously

In summary, without proper considerations of privacy, travelers will be reluctant to share their
location data; the public and private sectors will also be concerned due to liability reasons. Novel
data collection schemes are needed to promote data sharing among different entities including
public and private sectors, researchers, and the public. As a result, for privacy researchers, how
to design privacy-preserving mobile data collection schemes is critical. As the mobile data
quality may be compromised after applying privacy-protection techniques (e.g. data noise is
added), this also calls for transportation researchers to develop new modeling approaches that
can extract meaningful transportation knowledge based on privacy-preserving mobile data.

In this paper, we propose a modeling framework that emphasizes privacy-aware transportation
modeling (PATM) techniques and application-aware privacy protection (AAPP) mechanism.
The framework can hopefully address both transportation application data needs and privacy
protection. We present two specific examples on how the framework can be applied to
transportation applications. The first example is for arterial performance measurement using
VTL data. We show how crucial performance measures such as delays, queue lengths etc. for
signalized intersections can be estimated using VTL data. The second example is regarding how
to improve freeway origin-destination (OD) demand estimation by fusing both detector data and
privacy-preserving mobile sensor data. We conclude by further discussing how to apply the
proposed framework to other types of transportation applications.
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2. Privacy-aware Transportation Modeling and Application-aware Privacy Protection

Transportation modeling and privacy protection have been studied separately so far. On the one
hand, with the primary goal being extracting information as much as possible, transportation
researchers are aggressive in acquiring information: they tend to assume available data to the
finest detail and consider privacy protection as a restricting factor for them to obtain “detailed”
data. Developing privacy protection techniques, on the other hand, ensures policy makers, public
agencies, private sectors, researchers, and the driving public that individual privacy is protected.
This promotes sharing of mobile data: the public feels that their sensitive information will not be
released and agencies/private sectors/researchers are more comfortable to share data as they have
the mechanism to ensure privacy. However privacy experts have focused on protecting
individual’s privacy, while mostly using very basic models of application data requirements,
which may lead to the unnecessary prohibition of the release of some insensitive data.

As a result, there needs a fundamental change to the current thinking and modeling practices of
transportation applications and privacy preserving. That is, we need a new paradigm that
facilitates the close collaboration between privacy experts and transportation researchers to
develop a holistic framework to (1) design effective privacy protection mechanisms, and (2)
meanwhile to develop novel modeling approaches to extract information/knowledge using
privacy-preserving mobile data. We denote this paradigm privacy-aware transportation modeling
(PATM) and application-aware privacy preserving (AAPP), as depicted in Figure 1.

Location
Data

- ~

More Detailed

Information . T3S0
_--" What level of How well priva
-’ detail is needed? 1S Protected?

T ey L » Privacy
Transportation Privgcy-aware modeling

o Applitation-aware privacy preservin i
Application  — — Lpplitation-aware pfivacy preserving_ | Preserving

Figure 1 A Holistic View for Privacy Protection and Transportation Modeling

Figure 1 depicts the traditional way of transportation modeling and privacy preserving (on the
top) and the newly proposed holistic modeling framework (on the bottom). From the traditional
perspective, with one pushing for more information on the modeling side and another prohibiting
the release of information from the privacy preserving side, consensus can hardly be reached on
which level of detail the data should be released. To address these challenges, our proposed
approach focuses on the interactions between transportation modeling and privacy preserving,
being aware of privacy when developing transportation models as well as application needs
when designing privacy preserving mechanisms. As a result, both privacy protection and
application needs can be satisfied to the maximum extent possible.
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The challenge of the newly developed PATM and AAPP framework is that as privacy protection
mechanisms will likely compromise the original mobile data, privacy experts need to know what
is the best way to do so and transportation researchers need to develop novel transportation
modeling techniques for knowledge/information extraction based on the privacy preserving
mobile data. While knowledge extraction and privacy preserving do have seemingly conflicting
objectives, the authors believe that one can satisfy both in most cases using innovative designs
for privacy-protection and modeling. This is due to the fact that privacy does not necessarily
need to be compromised to satisfy application data requirements: An application-aware design of
privacy algorithms can retain features important for the application, while still achieving privacy
by removing features that are less important. For example, cloaking techniques to depersonalize
location data can achieve the same level of privacy by retaining high spatial resolution and
reducing temporal resolution or by providing high temporal resolution and reducing spatial
resolution (Gruteser and Grunwald, 2003). Similarly, as shown in previous research (Ban et al.
2009; Ban and Hao, 2010), in order to extract transportation information like crucial traffic
measures (such as real time queue length or delay at a signalized intersection), it is NOT
necessary to know the detailed trajectory of every vehicle. Rather, some aggregated mobile data
(such as individual travel times between an upstream and a downstream location of the
intersection) can suffice, which imposes little privacy concerns (Hoh et al. 2008).

As will be presented in the next two sections, in the current practice, the proposed scheme can be
generally initiated from the transportation modeling side. However one has to keep in mind that
both sides need to be considered. The challenge is to reach a point that both objectives are met in
the best possible way without compromising the other party severely. For this purpose, an
iterative process is necessary.

3. Virtual Trip Lines for Arterial Performance Measurement

The first case study is based on the mobile sensor data collection system developed by Nokia that
collects virtual trip lines (VTL) data. VTLs are pre-defined (and virtual) locations on roadways.
When crossing a VTL, a vehicle equipped with mobile sensors will report its speed. As shown in
Hoh et al. (2008), using VTL to regulate location and speed reports reduces privacy concerns,
compared to probe vehicle systems which periodically transmit location reports. Privacy is
increased because VTLs can be placed into less privacy sensitive areas and areas where traffic
information is most important (such as major highways or arterial intersections). When location
updates are anonymized and trip lines are placed with sufficient spacing, it also becomes difficult
to track the path of an individual vehicle for an extended duration. Thus this approach avoids the
collection of potentially sensitive trip information and in particular trip endpoint information.

Avrterial modeling has for long suffered from insufficient data coverage. Mobile devices such as
GPS cellular phones provide a great potential for low-cost, wide-area data collection of arterials.
For arterial performance measurement, the key is the performance of signalized intersections as
they contribute to the majority of the delay on arterial streets. With both data collection and
privacy protection in mind, PATM and AAPP can be naturally applied to extend the VTL
approach. The process can be generally initiated from the application side. First, transportation
researchers can examine the original VTL data as described in Hoh et al. (2008) which only
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contains speed information and a trip line identifier, and the placement of VTLs does not allow
tracking of a vehicle across multiple VTLs. They then conclude that it is very difficult to obtain
intersection performance measures based on the original VTL data. Transportation researchers
can further examine the data needs for estimation arterial performances and find that ravel time
or delay information of individual vehicles passing an intersection can be used to estimate
intersection delay patterns, arrival volumes, and queue lengths. They subsequently introduce the
requirement to obtain travel times across an intersection. The privacy experts then need to check
whether collecting intersection travel times could severely impact privacy. In general, privacy
increases if an adversary cannot determine the complete path of a traveler. Since cars have to
follow roadways, on roadway segments confusion is only possible if the spacing of trip lines is
sufficiently large so that the order of cars changes in between with high probability. At
intersections, however, privacy can increase significantly if it is not possible to determine
whether a car took a turn or traveled straight ahead. While introducing travel time monitoring
across an intersection reveals turn information for cars, a high degree of privacy can still be
preserved if a small subset of intersections is chosen for monitoring so that any given vehicle
trip still passes through other unmonitored intersections with high probability. As a result,
collecting travel times for major intersections only does preserve high level of privacy violation.
At this point, a consensus is reached between transportation researchers and privacy experts that
travel times of an intersection can be collected that can be used for arterial intersection
performance measurement purpose without severely violate privacy.

The VTL case study in this section serves to illustrate how PATM & AAPP can be designed to
provide both adequate privacy protection and data quality for applications. The process is in
general iterative before a proper balance can be reached.

Intersection modeling based on VTL travel times are discussed in detail in Ban et al. (2009) and
Ban and Hao (2010). For the sake of completeness, we briefly present the major findings here,
focusing on how to estimate intersection arrival volume which was not discussed previously in
detail. As intersection delays are usually a function of incoming flows and signal timing settings,
it is possible to reconstruct flow and signal timing information from measured travel times or
delays. This however requires a reverse thinking process compared with traditional arterial
modeling methods based on loop detectors: one needs to reconstruct traffic states (volume, queue
length, etc.) from travel times while traditional methods all use traffic volume as an input (to
estimate delays). The key is to identify discontinuities or nonsmoothness of intersection delays
from sampled travel times, which indicate a traffic state change or signal status change.

In Ban et al. (2009), we showed that if the penetration of mobile sensors is sufficiently high

(e.g. >= 20%), the time-dependent intersection delay pattern can be estimated via the sampled
travel times. Figure 2(a) below depicts how this can be done. The figure shows a typical
signalized intersection with two VTLs installed upstream (VTL1) and downstream (VTL2)
respectively. Under the assumption that a queue never passes VTL1, we can use the bold solid
triangles in the figure to represent how queue forms and dissipates based on shockwave theory
(Lighthill and Whitham, 1955). The horizontal part of the triangles represents the duration of red
time. If delays due to vehicle decelerations and accelerations are ignored and the arrival rate is
uniform within one cycle, delays can be fully determined by the triangles. In the figure, dashed
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lines represent trajectories of vehicles, while dotted lines are boundaries when the discontinuities
of delays happen. We aim to characterize vehicle delays as a function of the time when it passes
VTLL1. Here we assume that data have been collected and thus one can perform “post-
processing” to re-construct a mapping from the time that a vehicle passed VTL1 to its
experienced delay at the intersection. As shown by the trajectories of vehicles (dashed lines), if a
vehicle approaches the intersection in red time or if the queue length is not zero (e.g. trajectory a
in the figure), the vehicle will join the end of the queue first and thus be delayed. The delay
encountered by the vehicle is the horizontal part of trajectory a. Otherwise, if a vehicle arrives
during green time and there is no queue (e.g. trajectory b), the vehicle will pass the intersection
with no delay. The (red) delay curve at the bottom of Figure 2(a) will spike up at the time that
allows a vehicle to travel to the intersection in free flow just before the start of the red time.
More importantly, by analyzing the geometry of the triangles, one can observe that if a vehicle
passes by VTLL1 at a time that would make it get to the intersection just after the start of the red
time, delay for this vehicle will be the maximum for the specific cycle. After that, delays will be
reduced linearly until no delay is reached. This is represented by the line segments marked as “1”
of the delay curve at the bottom of Figure 2(a). The slope of the delay reduction part, denoted as
delay reduction rate s, can be calculated analytically as (Ban et al. 2009):

S:uf(W_uW):l(i_i_i)_l 1)
w(u, +u,) k; u, w

Here w is the shock wave speed, us is the free flow speed, uy is the wave speed when a vehicle
joins the queue, k; is the jam density, and v is traffic flow which is assumed to be constant within
a cycle. The three parameters us, w, k;j are specific to actual arterial locations, which also
determine the fundamental diagram of the location. Notice that since w > u,,always hold (refer to
the fundamental diagram at the top of Figure 2(a)), s is positive, meaning that delay always

reduces from its maximum (when traffic light turns red) to some minimum value (when light
turns green and no queue exists) for normal situations.

Figure 2(a) Intersection Delay Pattern
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In Ban et al. (2009a), we further developed a two-step estimation method to construct the delay
pattern (red lines at the bottom of Figure 2(a)) using sampled travel times. The delay pattern
turns out to be critical as it can be used to further estimate traffic volume and queue length.
Equation (1) clearly shows that if the delay pattern can be estimated, the delay reduction rate s is
known. Then the only unknown in (1) is the traffic volume v, which can be calculated as follows:

V:(s+1)kf (2)
1 1
7_‘,_7
U, w

Traffic “olume
a0 T T T

—— observed flow
—+ —estimated flow T

25 i i

20~

Flow Wolumne
&
T

0 1 1 1
15:30:00 15:45:00 16:00:00 16:15:00 16:30:00
Time(s)

Figure 2(b) Performance of Volume Estimation

It was found in Ban et al. (2009) that under relatively high penetration (>20%), VTL data can be
used to estimate the signalized intersection delay patterns relatively accurately. Under even
higher penetration (>60%), the signal timing parameters (like cycle length, duration of red and
green times, etc.) can also be derived. Here we present the estimation results of intersection
arrival volumes using VTL data based on equation (2). Figure 2(b) depicts the estimated volume
(dashed line with “+’ signs) and observed volume (solid line with *.” signs) for a signalized
intersection in micro-simulation (Ban et al. 2009). Although significant discrepancies between
the two lines can be observed, we still see that the estimated volume can follow the trend of the
observed volume fairly closely. If we aggregated volumes over 5-minute, 15-minute, 30-minute,
and the entire 1-hour period, the estimation accuracy can be much improved. The percentage root
mean square errors (PRMSE) are 29.5%, 12.8%, 7.4%, and 8.9% respectively. The equation for
computing PRMSE is listed below:

prRMSE ==Y 100. @3)
\Y
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Here vand V are the estimated and observed volumes respectively for an appropriate period of
time. As shown in Ban and Hao (2010), the time-dependent queue length of signalized
intersections can also be estimated using VTL data. This shows the potential of using privacy
preserving mobile data to estimate real time performances of signalized arterial intersections.

4. Mobile Data for Freeway Origin-Destination Demand Estimation

Most existing OD demand estimation methods are based on fixed locations sensors like loop
detectors, which have been extensively studied for both the static case (Cascetta and Nyugen,
1988; Bell, 1991; Yang et al. 1992) and the dynamic case (Cascetta et al. 1993; Chang and Tao,
1996; Zhou and Mahmassani, 2007; Nie and Zhang, 2008). Here we illustrate how privacy-
preserving mobile sensor data can be used to enhance existing OD estimation results. A well-
recognized problem of using traffic counts from loop detectors to estimate OD demands is that
the resulting model is usually under-determined: i.e. the number of unknown OD variables is far
more than the number of locations (detector stations) for colleting traffic counts.
Correspondingly, there are usually multiple OD demand patterns that can produce exactly the
same set of observed traffic counts. We illustrate this using the example of estimating freeway
(static) OD demands as shown in Figure 3. The figure depicts a freeway segment with n ramp
locations (the first location denotes the upstream freeway mainline and the last location is the
downstream freeway mainline). Denote a; the inflow and b; the exit flow for 1<i<n, and g; is
the mainline volume between location i and i+1 for 1<i<n-1. Assume x;; is the demand from
location i to location j for 1<i<n1< j<n.Asthis is a freeway segment (i.e. one way), we have

x; =0forall i> j. The OD estimation problem is to determine x;; given a, b;, and g.

Idainline

U;:vst.rceu-r;[l ‘ D oy D'fh Dch Tt D b, Do‘wnstrcam

» - 2}
@2 by ty b3 2y by

S ramp

On-ramp

Figure 3 Freeway OD Estimation

We should point out here that this static version of the freeway OD estimation problem is rather
preliminary as more sophisticated dynamic models have been proposed in the literature (Chang
and Wu, 1994). Therefore the problem is selected mainly to illustrate the concept in this paper. A
simple optimization model for the freeway OD estimation problem can be given as below:

n-1 i n

mxi_n Z:Z|zlej_qi| (4-1)
ij i=1 1=l j=i+l

n
a,= > X;,i=12,-,n-1 (4-2)

j=i+l

j-1 i
b, = 3%, i =200 -3
X; 20,i=12,,nj=i+L-,n (4-4)
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Here the objective function is the absolute deviation from the observed mainline traffic counts (q;)
and the estimated traffic counts from OD demands Z Z X, ° Equation (4-2) is the constraint that

1=1 j=i+l
the inflow at location i must exit at downstream locations (i+1 to n); equation (4-3) is the
constraint that the exit flow at location j must come from upstream locations (1 to j-1). The
model is clearly a linear programming problem by noticing that the absolute value in (4-1) can be
easily converted to linear terms by introducing extra variables. The model has n(n-1)/2
unknowns for x;; and 3n-5 observed values for a;, b;, and g;. If n is large, the number of
unknowns is larger than the number of observed values — in which case the model is under-
determined. For example, here we assume n=4 and the observed values are given in Table 1. It
turns out that there are multiple optimal solutions that can exactly match the observed values (i.e.
the optimal objective value in (4-1) is zero) and Table 1 shows two of them.

Table 1 OD Estimation Results

Res 1 Res2
i ai bi g |1 2 3 4 |11 2 3 4
1 3000 3000 500 1000 1500 500 1500 1000
2 100 500 3500 500 500 1000
3 500 1500 2500 500 500
4 2500

The above example shows that traditional models based on traffic counts may not produce the
“true” OD demand matrix. This can cause problems. Assume the true OD matrix is “Res1” but
“Res2” is generated by the estimation model. In this case, due to the error of predicting OD
demand, certain control strategies like ramp metering or pricing may fail due to excessive or
fewer demands at specific locations of the freeway.

If mobile data are available, they can provide a sample of the ratio between X, 3 and X2 4. Assume
the ratio is B =X, ,/X, , Where X, and X, ,are observed demands. The objective function of (4-1)

may be revised as:

n-1 i n

IZZX.,—qu+W|x2,3—Ex2,4| (5)

i=1 1=l j=i+l

mln Z=

Clearly the revised objective is a weighted summation of the total deviation at mainline traffic
count locations (the first term) and the deviation between x; 3 and x, 4 and their observed values.

Assume the observed demands are representative, i.e. B =1for this particular example (both x; 3
and X, 4 are 500 for “Res1” as shown in Table 1). The revised model generates exactly “Res1”
indicating that the model performs better than model (3). In reality, 4 may not be completely

representative. Figure 4 shows how the results vary based on different £ ’s. It can be seen from

the figure that even the estimates of S have significant errors, the model results are still

acceptable. For example, for 0.6 < 5 <1.5(i.e. £ is estimated from 40% lower to 50% higher
12
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than the true value), the absolute error of the estimated demand matrix from (4) and the true OD
(“Res1” in Table 1) is less than 450, 10% from the total OD demands.
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Figure 4 Performances of OD Estimation Results vs. Estimate of Ratio

The example above shows that by combining aggregated mobile sensor data (i.e. the ratio of
demands for different OD pairs) with traditional traffic counts, OD estimation results can be
significantly improved. To obtain the aggregated ratio information, one does not need detailed
vehicle trajectory data. This provides more flexibility for designing privacy protection
mechanisms. One option is to apply random perturbation to the OD pair reported by each vehicle
and then apply privacy preserving data mining techniques to reconstruct the original distribution
of OD values (Agrawal and Srikant, 2000). If portions of the trajectory should be preserved also,
a random path swapping (RPS) technique can be applied to the mobile data collection process.
RPS randomly decides to switch (or not switch) the non-overlapping sections of the paths of two
randomly selected individual traces between the same OD pair. This can be depicted Figure 5. If
the OD zones are large, such a scheme can provide a basic level of privacy because (1) it
provides “misleading” privacy information which can confuse an privacy adversary, and (2) even
for the same individual, the adjusted traces over multiple days will unlikely to form any pattern
(or if any pattern is formed, it should be very different from the true pattern), which may not be
used by the adversary to identify the individual. RPS however does not modify a large portion of

the route and does not change the total traffic demand for any OD pair so that S can be easily
retrieved from the collected mobile data. These schemes therefore represent another example of

collecting privacy-preserving mobile data to fulfill the needs of certain transportation
applications (i.e. freeway OD estimation).
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Figure 5: Random Route Switching Algorithm for Privacy Preserving
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5. Conclusions and Future Study

In this paper, we proposed a privacy-aware transportation modeling (PATM) and application-
aware privacy protection (AAPP) framework for privacy-preserving transportation modeling
using mobile sensor data. The proposed framework focuses on the interactions between
transportation modeling and privacy preserving — being aware of privacy when developing
transportation models as well as application needs when designing privacy preserving
mechanisms. The framework was illustrated using two case studies: arterial performance
measurement using VTL travel times and freeway OD estimation using aggregated OD ratio
information. It was shown that the PATM & AAPP framework can be generally initiated by
investigating the application data needs and then adjusted by privacy preserving principles. The
process is usually iterative in order to reveal the minimum data requirements and to design the
most effective way to provide such data without severely comprising privacy. Therefore in most
cases, innovations are needed to design non-traditional data collection schemes, as well as to
develop novel transportation modeling techniques based on the new data formats.

The widely available mobile traffic sensors present great potentials, while at the same time great
challenges, for privacy protection and modeling using mobile data. The proposed PATM &
AAPP framework aims to address this issues; the results reported in this paper are just the first
step in the sense that the framework was only illustrated using two case studies. However, it
suffices to show that privacy protection and transportation modeling are two equally important
aspects to use mobile sensor data, which need to be addressed simultaneously. In the future, the
framework will be extended and tested on more applications. More importantly, theoretical
investigations are needed to provide a comprehensive framework on how to systematically
protect privacy while preserving critical information as much as possible. For this, novel privacy
protection mechanisms and mobile-data based traffic modeling methodologies are needed. In this
process, close collaborations between privacy protection experts and transportation modeling
researchers is the key.
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